Ethical Hacking:
Using USB Flash
Drives as Hacking

Tools
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Warning!

A This Is a really dangerous project. You will
create a scary, lethal hacking tool and take
It home with you.

A This tool will steal password hashes in
seconds from any Windows computer.

A Be careful with it!

A Like a handgun, the person most likely to
be harmed by It Is yourself.



U3 Drives



U3: Software on a Flash Drive

A Carry your data and your applications in
your pocket!
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U3 Launchpad

My G35 Drive (L)

Launchpad

AJustplugitin,and BN
the Launchpad S
appears

A Run your

applications on
anyoneaos

A Take all data away
with you




How U3 Works

A The U3 drive appears
as two devices In
My Computer
AA N Removabl e Di sko
AA hi dden CD dri ve name.
A The CD contains software that

automatically runs on computers that have
Autorun enabled

A For more details, see
http://www.everythingusb.com/u3.html



http://www.everythingusb.com/u3.html

Ha k QPocketKnife



Software On The Disk

Partition

A PocketKnife Is a suite of powerful hacking
tools that lives on the disk partition of the
U3 drive

A Just like other applications



U3 PocketKnife

A Steal
passwords

Product keys
Steal files

A Kill antivirus
software

A Turn off the
Firewall
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USB Pocket Knife Utilities by Leapo

Select the number of an item to enable/disable

Cache

Firefox Passwords

Internet Explorer Passwords
LSA Secrets

Mail Passwords

MSN Messenger Passwords
Network Passwords

Product Keys

the Windows SAM using FGDUMP
the Windows SAM using PUDUMP
Windows Update list

URL History

WIFI Password Hex

E. Dump External IP

F. Dump Network Services

G. Run Port Scan

H. Dump System Information

I. Run AVKILL

J. Disable the Windows Firewall

K. Slurp Application Info

L. Slurp User Files [large Files]l]

Dump
Dump
Dump
Dump
Dump
Dump
Dump
Dump
Dump
Dump
Dump
C. Dump
D. Dump
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Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

P. Back to Components Menu
M. Return to Main Menu

Q. Quit

Enter option: _

A  For details see
http://wapurl.co.uk/?719WZ2T



http://wapurl.co.uk/?719WZ2T

Custom Launchpad



Customizing U3

A YOu can
create a
custom file to
be executed
when a U3
drive Is
plugged In
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