
Ethical Hacking

Defeating Wireless 

Security
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Contact

ÂSam Bowne

ÂComputer Networking and Information 

Technology

ÂCity College San Francisco

ÂEmail: sbowne@ccsf.edu

ÂWeb: samsclass.info
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Two Hacking Classes

CNIT 123: Ethical Hacking and Network Defense
Has been taught since Spring 2007 (four times)

Face-to-face and Online sections available Fall 2008

CNIT 124: Advanced Ethical Hacking
Taught for the first time in Spring 2008
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Certified Ethical Hacker

ÂThose two classes prepare students for 

CEH Certification
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Certificate in Network 

Security
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Associate of Science Degree 



Equipment

Wireless Network Interface Cards 

(NICs) and Drivers
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The Goal

ÂAll wireless NICs can connect to an 

Access Point

ÂBut hacking requires more than that, 

because we need to do

ÂSniffing ïcollecting traffic addressed to other 

devices

Â Injection ïtransmitting forged packets which 

will appear to be from other devices
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Windows v. Linux

ÂThe best wireless hacking software is 

written in Linux

ÂThe Windows tools are inferior, and don't 

support packet injection

ÂBut all the wireless NICs are designed for 

Windows

ÂAnd the drivers are written for Windows

ÂLinux drivers are hard to find and confusing to 

install 



Wireless Security
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Three Security Settings

ÂNo security

ÂWEP (Wired Equivalent Privacy)

ÂOld and broken

ÂEasily hacked

ÂWPA and WPA2 (Wi-Fi Protected Access)

ÂVery secure

ÂThe only significant vulnerability is to a 
dictionary attack, if the key is a common word



Wireless Security in San 

Francisco
ÂMeasured by 

CCSF 

students on 

Nov 18, 2008

ÂWEP is the 

most popular 

security 

technique!
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