Ethical Hacking
Defeating Wireless
Security



Contact

A Sam Bowne

A Computer Networking and Information
Technology

A City College San Francisco
A Emall: sbhowne@ccsf.edu
A Web: samsclass.info



Two Hacking Classes

CNIT 123: Ethical Hacking and Network Defense
Has been taught since Spring 2007 (four times)

Face-to-face and Online sections available Fall 2008

CNIT 124: Advanced Ethical Hacking
Taught for the first time in Spring 2008

HANDS-ON

ETHICAL HACKING AND
NETWORK DEFENSE




Certified Ethical Hacker

A Those two classes prepare students for
CEH Certification

Defend your Network
Against Hackers.

Master the Hacking
Technologies.

Become a

Ethical Hacking and Countermeasures

http://www.eccouncil.org



Certificate in Network
Security

Network Security

This program provides instruction in the measures that must be taken to detect and prevent
network security mistakes and vulnerabilities, and includes descriptions of common attacks
and methods to configure the operating system, servers, routers, firewalls, and email.
Preparation for the CompTIA Security+ exam.

Courses Required for the Certificate of Completion in Network Security
Course

CNIT 106 Introduction to Networks
or CNIT 106C Intro to Network Convergence
or CNIT 201E Network Fundamentals

CNIT 108 Wireless Networks, Advanced

CNIT 120 Network Security

CNIT 122 Firewalls

CNIT 123 Ethical Hacking
or CNIT 221 Cisco PIX firewall & Router Sec
or CNIT 124 Advanced Ethical Hacking




Assoclate of Science Degree

Courses Required for the Major in Computer Networking and Information Technology

Core Courses Units
CNIT 103 Computer Hardware
CNIT 106 Introduction to Networks
or CNIT 106C Introduction to Network Convergence
or CNIT 201E Network Fundamentals
CNIT 131 Internet Basics and Beginning HTML
CNIT 120 Network Security

Option in Network Security

Required

CHNIT 121 Computer Forensics

CNIT 122 Firewalls

CNIT 123 Ethical Hacking and Network
Total Units




Equipment

Wireless Network Interface Cards
(NICs) and Drivers



The Goal

A All wireless NICs can connect to an
Access Point

A But hacking requires more than that,
because we need to do

A Sniffing T collecting traffic addressed to other
devices

A Injection T transmitting forged packets which
will appear to be from other devices



Windows V. Linux

A The best wireless hacking software Is
written in Linux

A The Windows tools are inferior, and don't
support packet injection

A But all the wireless NICs are designed for
Windows
A And the drivers are written for Windows

A Linux drivers are hard to find and confusing to
install



Wireless Security



Three Security Settings

A No security

A WEP (Wired Equivalent Privacy)
A Old and broken
A Easily hacked
A WPA and WPA2 (Wi-FI Protected Access)

A Very secure

A The only significant vulnerability is to a
dictionary attack, if the key is a common word
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Wireless Security in San
Francisco

A Measured by
CCSF
students on
Nov 18, 2008

A WEP Is the
most popular
security
technique!
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