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The National Science Foundation hasvided grant funding fothe
Mid-Pacific Information and Communitns Technologies Center
to coordinate, improve and promote ICT education, with an
emphasis on Jear colleges, in northern California, northern
Nevada, southern Oregon, Hawaii and the Pacific Territorie

Information and Communications Technokegi{CT) is an umbrella
I CT term, widely usedutside the U.Sandin the U.N, for all rapidly

converging computer, software, networking, telecommunications

Internet, progranming and information systems technologies.

at L /4GdaySummer 2009 Faculty Developméfieekat City College of San Franci€ca
Ocean campushosted by theCNIT Departmentvill provide

GMI Ay U KtBackstoNdrepaye faduilfy to teach new courses:
1. Ethical Hacking and Network Defense
2. iPhone Programming
3. Cisco Networking Academy CCNA Security

Pedagogicatracks to improvesducational experiences

4. Adding Scenario Based Learning to Your Classroom (the Experiential Learning Center)
5. ICT Teaching and Learning Toolkit

This event idree to qualifiedICT educatorsvho maybe eligible fortravel costreimbursements

Please see the following pages for more description and details.
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http://www.mpict.org/
http://en.wikipedia.org/wiki/Information_communication_technology
http://www.ccsf.edu/
http://www.mapquest.com/maps?city=San+Francisco&state=CA&address=50+Phelan+Ave
http://www.ccsf.edu/cnit

TRACK 1: ETHICAL HACKING AND NETWORK DEFENSE

Short Class Description:

Introduction to cylsembat, including identification of vulngstdiess attack methods and defense,
for Windows and Linux.

Students will perform many kamgsojects, using port scans, buffer overflow exploits, SQL injection,
privilege escalation, Trojans, and rootkits.

Class Description:

This class introducesdaliHacking: attacking systems with the permission of their owners, as a
pedagogical technique to engage students in network security. In addition to lectures and class
discussion, students will perform mamphadgects, exploiting vulneraldersy/and hardening

them to block attacks. We will use iClickers to keep the lectures effective and to stimulate discussion.

Projects include: Software and hardware keyloggers, the Metasploit framework, port scans, rootkits,
recovering and bypassing lpgsswords, cracking WEP and WPA wireless security, and stealing
passwords from HTTP and HTTPS network connections.

Participants will receive a bound volume of lecture notes and projects. All class materials are freely
available on the Web at samsuofassicluding PowerPoint slides, lecture notes, detailed projects, and
video recordings of the lectures. You are welcome to use them in your classes.

Textbook: "Hanr@s Ethical Hacking and Network Defense" by Michael T-1SBNp&1r$21708L

Prerequisites: Familiarity with basic networking and security combetpisrlat thved Security+ level.
Prior experience with hacking is helpful but not required.

Biographical Information:

Sam Bowne has been teaching computer networking afié
secuty classes at City College of San Francisco since ©
2000. He has given talks at DEFCON and Toorcon on |
Ethical Hacking, and taught classes and seminars at
other schools and teaching conferences.

He has a B.S. in Physics from Edinboro University of

Pennglvania and a Ph.D. in Physics from University of
lllinois, Urbar@hampaigrHis Industry Certifications
includeCertified Ethical Hacker, Microsoft: MCP, MCD$
MCTS.Vista; Network+, Security+, Certified Fiber Optig
Technician.
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TRACK 2: iPHONE PROGRAMMING

Short Class Description:

Introduction toiPhone programming and the iPhone Si€ludinginstallation of the SDK,
creation and testing of a wide range of applications.

Class Description:

This class provides a complete introductory coursPmone and iPod Touch programming.
Students willdownloadand instaltheiPhone SDK Lecturesclass discussiomlemonstrations,
andhandson projectswill enable students to quickly begin buildisgnple to complex iPhone
applicationsmaster iPhone inteace elementdatabases and APIs.

Projects will range fronsingle viewapplications to applications with mocemplex hierarchical
drill-downs.In building applications, students will master taldes learn how to save and
retrieve data using SQLit©ther projects will introduce drawing usiuartz 2D and OpenGL
Multi-Touch gstues andAPIs for accessing Core functions suchiresCamera, Photo Library,
Contactsand Accelerometer.

A Complete Course in IPhone
and iPod touch Programming

TextbookifiBeginning iPhone Development: Erping
theifh o n e I§yD&é Mark Jeff LaMarche- ISBN:
1430216263

Required/Recommendethe iPhone SDK requires an
Intel-based Mac (typically anything after 2006). Most

Beginning simple apps can be tested on simaulator provided with
iPhone Development the SDK, while more complex apps, which access
Exploring the iPhone SDK [lea;r;ijr\:\éare APIs, will require and iPhone or iPod Touch for

Dave Mark | Jeff LaMarche

PrerequisitesFamiliarity with objectoriented
programming and Cocoa development on the Mac
platform arehelpful butnot required.

Apress:
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http://www.amazon.com/exec/obidos/search-handle-url/ref=ntt_athr_dp_sr_1?%255Fencoding=UTF8&search-type=ss&index=books&field-author=Dave%20Mark
http://www.amazon.com/exec/obidos/search-handle-url/ref=ntt_athr_dp_sr_2?%255Fencoding=UTF8&search-type=ss&index=books&field-author=Jeff%20LaMarche

Biographical Information:

Michael T. Qaissaunee is an Associate Professor of
Engineering and Technology at Brookdale
Community College in Lincroft, New Jersey. Mr.
Qaissaunee is founding Director of the Mitantic
Institute for Teleommunications Technologies
(MAITT), established through funding from the
National Science Foundation to develop cut@uge
technician education programs in wireless
communications. As Principal Investigator (PI) of this
project, Mr. Qaissaunee has Iée tdevelopment and
implementation of nine (9) new courses related to
wireless communications technologies and has
presented at over forty (40) conferences and seminars.

Mr. Qaissaunee is also rincipal Investigator (Go

P1) for the National Informatioand Communications
Technologies (NICT) located in Springfield,
Massachusetts, serving as a subject matter expert in
wireless communications an
national dissemination efforts.

For his demonstrated leadership in wireless educatimunaented collaboration with the wireless
industry, support and mentoring of students in wireless projects, their own innovative research and
educational initiatives, and their efforts in preparing students for employment in wireless and wireless
related imustries Mr. Qaissaunees arecipient of the 2007 Global Wireless Education Consortium
(GWEC) Wireless Educator of the Year Award.

Mr. Qaissaunee is also working with Hofstra University's Center for Technological Literacy to develop
contemporary, highnterest materials for high school technology students and teachers that address
standardsdriven technological concepts and skills and promote promising STEM (science, technology,
engineering, and mathematics) career choices. Mr. Qaissaunee has beet htive/n campus and
around the country in promoting the adoption of new technologies in and approaches to teaching and
learning, including: blogs, audio and video podcasts, wikis, mobile computing, and educational gaming
and simulation.

Michael Qaissanee received his Masters Degree in Mechanical Engineering from the University of
Delaware (Newark, DE).

Read M k dlogsat
http://gqontech.blogspot.com/
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TRACK 3: CISCO SECURITY

Short Class Description

This Atrain the trainero track wil!/ prepare an
CCNA Security course. Attendees will have to complete some of the course Wackilpyior to the
Development Week.

Class Descriptim

From May through August 2008, Cisco gathered feedback from the Networking Academy global commu
through interviews, focus groups and surveys to determine the best way to support Academy students ir
security, voice, and wireless skidgeguits overwhelmingly indicated security skills were a first priority. Cis
has now developed an entire[CO&A Securitpurse that alignshatheCCNA Security Certificdgzam

[INS 64853. This is one of the first opportunities for faculty to learn to teectrti@s Wéevwill use a
combination of livgp@rson and remote synchronous and asynchronous methods to conduct the training.
handson in the classroamd remote access to NETLAB for equipment configuration, a concluding practice
instructions on how to set up your labs will help ensure that you will be well prepared to teach this cours
institution. We are also coordinating with othiest®ACI@s and security experts in the US to be available
remotely during this week to add to our presentations and demonstrations.

The CCNA Security Certification meets the needs of IT professionals responsible for network security, c
anindvdual 6s skills for job roles I|Iike Network S
Support Engineers. It validates skills, including installation, troubleshooting and monitoring of network d
maintain integrity, confidktytand availability of data and devices and develops competency in the techno
that Cisco uses in its security structure.

Students completing the recommended Cisco training gain an introduction to core security technologies
how to delop security policies and mitigate risks. IT organizations that employ @&GNArSedlltizve

IT staff that can develop a security infrastructure, recognize threats and vulnerabilities to networks, and
security threats.

This semestenfpcourse balances theory, kangsactice and application. It uses the same Graphical User
Interface as CCNA Discovery and CCNA Exploration, is enabled for both ILT and Blended Distance Lea
(BDL) delivery, consists of 9 Chapters with at teplebdhametsn lab and Packet Tracer activities per
chapter, has 9 end of chapter exams, 1 final exam and 1 skills based assessment.

Prerequisite to attend the trai@@Al qualified to teach Disciveoy Exploratidst required
Recommended fxisting NS1, NS2 or CCNP: ISCW instructors e

Biographical Information:

Michael McKeever has beentmtfalfaculty member at Santa Rosa Junior
Coll ege since 2001 when he was hired buil d
program. Lead for the SB3Co Regional Networking Academy and CATC
instructor for CREATE, he also developed and teaches Computer Security,
Client/Server and Forensics courses. He has a B.A. in Economics from U.g
Santa Barbara and spent 15 years in Audio/Vililes, predgstproduction.
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TRACK 4: ADDING SCENARIO BASED LEARNING TO YOUR CLASSROOM

Short Class Description:

Prepare, teach, and assess a course incorporatindgpaseddearningelect a scenaliased task from an
online library of tadB&scuss schethg and assessment issues, solve problems with studamditeerivs,
industry representatives in your course. Take
instructors and colleagues to get ready for the first day ofSBasslassmoom.

Class Description:

One of the most consistent messages-BecficdlCT Center receives in its many interactions with employel
of ICT technicians from community colleges is that employability or soft skills are very important.

Empbyees need to be able to communicate efficiently and effectively and identify and solve a variety of ¢
and unstructured problems. mibstpeable to identify and acquire relevant information to get the job done.
Theyneed tehow pride in theiork and conscientiousness and take responsibility for their own continued
learning and growth. Thagtdemonstrate motivation and work well in groups.

Behind mammployeromments like these is a desire for students with real world exeagneas. It
challenge to pedagogy just how we as educators can help students get reabvidite expsalences.
Experiential learning techniques include: internships, mentoring, service learning, job shadowing, site v
industry guestferes and apprenticeships.

A keyaccessible strategy for integrating experiential learning experiences into ICT classroom teaching a
learning is Scenario Based Learning (SBL). In SBL, we bring real world problems into the classroom an
student tems to work solving them.

AAddi ng Scenari o Based Learning to Your Classr

scenaribbased learning with your students, to help them acquire and develop soft or employability skills t
so importara employers. In it, we will discuss scheduling and assessment issues, solve problems with s
teams, involve industry representatives in you
environment of expert instructors and colleagiyesiteagly for the first day of class in an SBL classroom.

AGENDA
WEDNESDAY

MONDAY TUESDAY THURSDAY FRIDAY

DAY/TIME
How to get your studqGet feedback and rev|Discuss different

to think for themselve|your syllabus. solutions to new teac
Choose an existing challenges.

scenario from various|
libraries.

GetotherstoreviewyHe ar ot her
assessment choices dpresentations and crif

AM revise.

PM

Prepare a class using
your chosen scenario

Solve problems that 4
as you employ this ng
methodology.

Create assessment it
and consider different
ways of giving feedba|
to students.

Make a presentation
about your experiencd
with Scenario-Based

Learning.
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The Experiential Learning Center (elc.fhda.edu):

TheExperiential Learning Cevawsrestablished at Foothill and DeAnza Colleges to oversee new approaches to teac
and learningwhich students learn by doing, andtsineal world work experience.

The ELCOGs $cenamBased/Leginingin Bechhical Edyea®mfunded by the National Science
Foundation to design, develop, implement and test an expenigmiatiilaagia capstone course for technician level
IT students in a hybrid environment. The model is based @etiterStbGurriculum currently employed at Carnegie
Mellon Universityest, with adjustments for our community college population.

ThisMPICT Summer Faculty Development Week worksipopssititbd and facilitated by:

Jane Ostrander
De Anza College

\\V‘]

Ray Bareiss
Carnegie Mellon
University

Experiential Learning Cen B

CoDirector, Jane is Pl of ¢
NSF grant. She has expel
in instructional design, as
as online tehing and
learning, and has taught V
site deelopment and
computer literacy.

M.S., Education, Cal Statg
Hayward, 200Rh.D(in
process)Oregon State
University

Elaine Haight
Foothill College

Dr. Bareiss is a Professor
the Practice at Carnegie
Mellon Silicon Valley. Ray
was formerly Executive Vi
President and Senior Des
Architect at Cognitive Arts
andAssistant Director of th
Institute for the Learning
Sciences (ILS) and an
AssociaterBfessor of
computer science and
education at Northwestern
University.

Ph.D. in computer science
from the University of Tex
at Austin.

Elaine Haight has been
teaching software
engineering @5 yearsis
Senior Faculty Fellow, S
Project, Elaine develope
three problebrased
scenarios for software
development courses:
EdSoft, QuickSajax, and
QuickSofython.

M.S., Engineering,
Stanford, 1988

L

Louise Yarnall
SRI International

Dr.Yarnall is a Research
Social Scientist at the
Center for Technology in
LeaningLouise
specializes in evaluation
assessment design, and
communication of
educational technology
reform and research to
diverse audiences.
Ph.D., Education, Unive
of California, Los Angele
2002

Workshop: Adding SBL to Your Classtipottel€.fhda.edu/AddingSBL/index.html

Mid-Pacific ICT Center
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TRACK 5: ICT TEACHING AND LEARNING TOOLKIT

Short Class Description:

This largely hanais track gives ICT faculty knowledge, skills and experi@htzaelitingGnd learning tools

to expand the reach and the richness of ICT classroom experiences. It includes audio and video podca:
enhanced synchronous instructional tools, lecture capture, application sharing, online polling, CCC Con
videocoerfencing.

Class Description:

Many students today are sophisticated users of information and communications technologies. They he
schedules and limited availability, and they are used to rich media experiences in their personal lives. T
to learn programming, networking, security, IT orefa¢ed&Rowledge and skills, but they are easily bored
with fAchal k and tal ko classroom experiences.

conflicts. Howcanwé &S T educators do a better jJob reachir
time, and how can we better engage students with rich media in ICT teaching and learning experiences’

The AI CT Teaching and LearenducgatToorosl ko ptpodo rttruancikt |
with expertso tools for engaging and enriching

MONDAY TUESDAY WEDNESDAY THURSDAY FRIDAY

Using ICT TechnologiUsing ICT Technolog{ CCC Confer to ExparfCCC Confer to ExparjHigh Quality
to Enhance Your ICT |to Enhance Your ICT |Classroom Reach an{Classroom Reach andVideoconferencing fo
Teaching Teaching Experience Experience Impact in the Classro

Using ICT Technologies to Enhance Your ICT Teaching:

Monday and Tuesday, youol |l explownceursa Widether teacling e
online or in the classroom, effective use of technology can help engage Foumstuglentgent you

create yourself to projects you assign your students, we'll explore educational uses of (and make) audio
padcasts, enhanced slideshows, smart pens, screen recording, and more. And it won't cost you a bundle
Bring your lesson plans and ideas.

In 1989 Donna combined her interests in music and technology to complet
Computer Music Composition from Clark Unigagstigfore there was an actue
"multimedia” field. In 1991 she received an M.F.A in Electronic Music Reco
Mills College Center for Contemporary Music and then went on to receive &
M.F.A. in Integrated Electronics Arts from RdPalsgdednic Institute in 1996. |
then that Donna began teaching multimedia in the Bay Area. Her Digital M¢
course has won awards for online learning from both @ONE and the U.S.
Learning Association.

Donna has taught courses i auaduction, website and graphic design, and
multimedia. In 1999 she became a multimedia content developer for Apple
designing online training for their iLife applications (while continuing teachir
courses for CCSF). She recentlyd'rétom Apple Computer to raise her daugf
continues to teach piante. She works with faculty to help them develop online

Donna Eyestan
Broadcasting Department Ot
InstructorDigital Media Skills
Podcasting, Vodcasting

City College of San Francisc
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CCC Confer to Expand Classroom Reach and Experience:

CCC Caofer hosted at Palomar College in San Marcos, CA, is funded by a grant from the California Comi
Coll eges Chancell orés Office to offer the CCC
CCC Confer allows free communaratiaollaboration, using the latest Web conferencing technology, for al
staff, faculty and administrators in the CCC system. It is ADA and Section 508 conformant.

CCC Conferdos free fAMeet and Conf ertdatasdstancevae al
telephone and/or the Internet. The technology supports meetings, trainings and events at a moment's n
anytime, anywhere, without traveling. It allows document sharing, presentations, audience polling, publi
private chat, @®f a white board for taking notes, and an ability to archive sessions for later playback.

CCC Conferbdos free ATeach and Confero functiona
students anywhere. Sessions can be recorded fonasymelirew via the Internet or for download as audio
or video podcasts. Application sharing capabilities allow students to access and share laboratory equipi
remote collaborative environment. Most forms of content can be shared, iralhuig M RH\ksude |,

HTML, webpages, images, PDFs, Flash, CMS pages, and more.

CCC Confer is easy to use and adaptable to the enormous variety of hardware, software, network desig
skills found throughout the Community College sysi@miwidtieatures allow for diplaccess, and

virtually any user, on a PC, Mac, or Linux machine can fully participate with minimal training and setup.

This session offers ICT faculty an opportunity to become expert users of CCC Confer, presdmyed and fa

N ¥
\[1. V¥ £ E
Al V
Blaine MorrovDirector of 3C Media Solutions and| Michelle Taramaséms been Client Services Manag
Confer, two statewide technology projects servin{ for CCC Confer since its 2001 inception. Sheeam
California Community Colleges, has been a techi have received special recognition for outstanding

director for four districts and has served on the fg service to all 110 campuses sysitden They offer in
Michigan State UniversitiprRar College and Wayn person and dime training, as well as technical supp

State University. Blaine has written four booksal CCC Conf er user s. Mi c |
than thirty journal articles related to informational| than 25 years oftensive marketing, public relations
technology. sales and customer service.
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High Quality Videoconferencing for Impact in the Classroom:

The Corporation for Educational Network Initiatives in California (CENIC) designs, implements, and operates the
Research and Education Network (CalREN). -Bamniiviglh/higierformance network is specially designed to meet
the uni que r e uR0educetiandl isstitatibns. CalRENfsarvesithie aadtsrz(it¢idycational

and researctstitutions in California including all 110 California Community Colleges.

CalREN Video Servie¥S) providagyhquality videoconferencing over CalREN. CVS is funded by the California
Communi@ollege, California State University, and University of California systems for use by CCC, CSU, K12 an
sites. Infrastructure upgrades are planned over the next year to support additional features for videoconferencing
dual streaming of vided data (commonly called H.239) and high definition (HD) videoconferencing.

| CT educators throughout the CCC system have acces
take half a day to learn about possibilities to enrigrateatdarning experiences with videoconferencing and learn hoy
to get started using CVS. MPICT is championing the use of videoconferencing technology to improve ICT educal

Photo Not Available Sherilyn Evanss Director of Technical Operations at CEN
Corporation for Education Network Initiatives in Californi
is charged with designing, provisioning, and operating Qg
. capacity, negeneration Internet communicatiomeser

Sherilyn Evans } S . .
Director of Technical Operations, C| through a cohesive statewide infrastructure for Californig
education and research community. Sherilyn's previous
include directing the Digital California Project for CENIC
to that, managing IT services and support at the bfivers
California Office of the President.

Cassandra Patrizie the Coordinator for CalREN Video Sg¢
Photo Not Available (CVS) at CENIC. Her background includes student servi
positions at Gfarnia State University, Long Beach, Arizon
University, and Cerro Coso Community College.

Cassandra Patrizio
Coordinator, CalREN Video Service
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MAPS AND DIRECTIONS

Driving:
From the North Bay:

1 Highway 101 South Across the Golden Gate Bridge

1 Take Park Presidio Blvd South Through Golden Gate Park

1 Emerge from Park on 19" Avenue and Turn Left at Stern Grove on Sloat Blvd
1 Turn Left on Ocean Avenue and Left again on Phelan Avenue

From the East Bay or Downtown San Francisco:

1 Interstate 80 West Across the Bay Bridge

1 Take Highway 101 South

1 Highway 280 South

i Take Ocean Avenue Exit and Turn Right on Phelan Avenue

From the South Bay:

T Northeast Interstate 280
1 Take Geneva Avenue Exit
1 Follow Geneva onto Phelan Ave

By BART or MUNI:

The main campus, located at the intersection of Ocean and Phelan Avenues, is easily accessible by
Muni and BART. Muni buses that stop by the campus are #15, #29, #36, #43, #49, and #54. The K
streetcar stops on Ocean Ave. BART stops at Balboa Park Station, which is three blocks from the

= = =4 =9

Highway 101 North

Interstate 280 Southwest
Take Ocean Avenue Exit
Turn Right on Phelan Avenue

campus. Muni #15, 29, 36, and 43 also connect with the Balboa Park Station.
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CAMPUS MAP

Parking in Lot A or Classes in the Science, Cloy
Reservoir Parking Lot and Arts Extension Building
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